
 
METROPOLITAN EMERGENCY SERVICES BOARD 

RADIO TECHNICAL OPERATIONS COMMITTEE AGENDA  
September 25, 2019, 1:00 p.m. 

 
1. Call to Order – Committee Chair, Captain Scott Haas 
 
2. Approval of Agenda – Haas 
 
3.  Approval of Minutes of August 28, 2019 Meeting – Haas 
  
4. Action Items 

A.  COMU Position Approvals – Tracey Fredrick 
      i. Steve Ouradnik COML recognition 
B.  LifeLink Participation Plan Amendment – Paul Eaton 
C.  USPIS Interoperability Participation Plan Request – Marcus Bruning 
D.  Approval of Radio Grant Projects for 2020 Regional Funding Priorities - Fredrick 

  
5.   Moves, Additions & Changes to the System 
  
6. Committee Reports 
 A.  Metro Mobility System Usage Update – Chad LeVasseur/Clay Stenbeck  
 B.  System Managers/Metro Owners Group Update – Ron Jansen 
 C.  SECB Committees 

i.  Steering – Jill Rohret/Fredrick 
ii. LMR (OTC) – Nate Timm/Mike Mihelich 
iii. WBBA (IDC) – Rod Olson/Jake Thompson 
iv. IOC & Workgroups – Thompson/Timm; Jansen; Timm/Dan Anderson 
v.  IPAWS – Haas 
vi. Finance/Grants Workgroup – Rohret/Fredrick 

 
7. Other Business  
 A. 2 ICTAP Courses 
  
 
8. Adjourn 

 

Reminder:  Next meeting scheduled for October 23, 2019 
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 Metropolitan Emergency Services Board 
Radio Technical Operations Committee 

Meeting Notes 
August 28, 2019 

 
Members Present: 
 
Derek Baas, Sherburne County   Rod Olson, City of Minneapolis 
Jeff Bjorklund, Metro Airports                                    Shane Sheets, Carver County 
Jon Eckel, Chisago County 
Scott Haas, Scott County 
Chad LeVasseur, Metropolitan Transit 
Mike Mihelich, Ramsey County 

Bob Shogren, Isanti County 
Jake Thompson, Anoka County 
Nate Timm, Washington County 
Mark VandenBerghe, MN State Fire Chiefs

 
 
Guests Present: 
Frank Jarman, Motorola; Tim Kleinpaste, Mobile Radio Engineering; Christine Kunnen, Metro 
Mobility; Nick Schatz, Scott County (alternate); Victoria Vadnais, Allina Health EMS; Jill Rohret, 
Tracey Fredrick, and Martha Ziese; MESB 
 
1. Call to Order 
Scott Haas called the meeting to order at 1:00 p.m. 
  
2. Approval of Agenda 
 
M/S/C – Jon Eckel moved to approve the agenda for August 28, 2019, Jeff Bjorklund seconded.  
Motion carried. 
 
3. Approval of Minutes 
M/S/C – Bob Shogren moved to approve minutes from July 24, 2019. Shane Sheets seconded. 
Motion carried. 
 
4. Action Items 
A. COMU Position Approval 
i. Mark VandenBerghe COML Renewal Approval 
Tracey Fredrick recommended COML renewal for VandenBerghe be approved by the Radio 
TOC and move on to the state for approval. 
 
M/S/C – Motion by Shane Sheets to approve Mark VandenBerghe COML renewal. Eckel 
seconded. Motion carried. 
 
5. Moves, Additions & Changes to the System Move, Additions & Changes to the System 
Jake Thompson commented that the Anoka County microwave project is in the final approval 
stage. There has also been on osprey issue at the Lino Lakes site. 
 
6. Committee Reports: 
A. Metro Mobility System Usage Update 
Chad LeVasseur said there was a decrease in minutes usage on MCME3 from June to July 
2019 of about 120 minutes. Christine Kunnen said that there was a meaningful conversation 
with the management of their employment contractor. Kunnen said the programming is 
complete for the 238 Minneapolis vehicles that will be using Direct Connect. The locations of the 
consoles still need to be changed. Research is being done on new handsets.  
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Eckel asked when the new handsets will be purchased. Kunnen commented that the purchase 
has been approved, but not yet procured; they are working with Motorola to finish procurement. 
 
Jake Thompson asked what the timeline was to have the programming operationally ready. 
Kunnen said they are testing and that should take about a week. LeVasseur said he is moving 
forward and programming their other vehicles. Thompson followed-up with asking why they are 
not yet implementing a known solution, and keep waiting for direct call. Kunnen and LeVasseur 
commented that they have been using private call and other used solutions have been 
impactful. 
 
Haas commented that there have been some witnessed benefits to the solutions that have been 
implemented, but the frustration lies in the fact that many of their solutions do not end up 
working long-term. 
 
Jake Thompson suggested that at the January 2020 TOC there be a review of Metro Mobility 
ARMER usage and that a decision will be made regarding Metro Mobility access at that time. 
Members agreed on this course of action. 
 
B. System Managers/Metro Owners Group 
Thompson said that the Motorola upgrade punch list has been completed at the last MOG 
meeting. There was a presentation on Viavi for analyzers. 
 
Rod Olson said the there was also a Motorola patching issue at the national MTUG meeting. 
 
C. Reports from SECB Committees 
Steering  
Rohret said that there was and will be ongoing discussion on the bylaws and membership. 
 
OTC(LMR) 
Nate Timm said there was a request from Jim Stromberg for topics of discussion for the Public 
Safety Communications Conference and a request from Cass County, ND to update their 
participation plan. 
 
WBBA – No Meeting 
 
IOC - No Meeting 
 
COMU workgroup 
Timm said the COMU workgroup met August 20. They approved recognizing several COMU 
positions and discussed medium and long-range goals for the workgroup. 
 
IPAWS – No Meeting 
 
Finance Workgroup - No meeting 
 
Grants Workgroup 
Fredrick said there is a new grant for NG9-1-1 available. There is a CPE portion and a SIP 
portion. Haas said the Director of Emergency Management for Homeland Security said there 
will be likely fewer government grants in the future. 
 
7. Other Business 
A. Statewide Pursuit Standard 3.44.0 
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Fredrick said there was a call to discuss State Standard 3.44.0 on August 5. Many people from 
all regions attended, as the discussion was about how to deal with the patching issue in a real-
world scenario. There will be another call on September 16, and will also be discussed at the 
September LMR meeting. If the group has any input, please send to Cathy Anderson. 
 
Meeting adjourned at 1:48. 
 
 
 
 
 
 
 
 
 
 
 
 



Requirements Summary for COMU Applications
September 25, 2019 Radio TOC

COML Approval

Name ICS 100 ICS 200 ICS 300 ICS 700 ICS 800

Completion 
of DHS 
COML 
course

Desired: 
ICS 400

Task Book 
Complete

Steve Ouradnik x x x x x x x























































UNITED STATES POSTAL INSPECTION SERVICE 
 
DENVER DIVISION 

7360 BUSH LAKE ROAD SUITE 100 
MINNEAPOLIS MN 55439-5001 
PHONE: 877-876-2455 
FAX: 612-884-7913 
HTTPS://POSTALINSPECTORS.USPIS.GOV/  
 

  
September 9, 2019 
 
Metropolitan Emergency Services Board 
Attn: Scott Haas, Radio TOC Chair 
301 S Fuller St 
Shakopee, MN 55379 
 
Subject: ARMER System Interoperability Participation Plan Request 
 
Dear Mr. Haas, 
 
The United States Postal Inspection Service (USPIS) is the federal law enforcement agency 
responsible for investigating crimes related to the U.S. Postal Service or committed using 
the U.S. Mail. Postal Inspectors are federal law enforcement officers under the statutory 
authority granted in Title 18, United States Code, Section 3061. 
 
As members of the Minnesota Financial Crimes Task Force and the broader law 
enforcement community, we are seeking to establish an interoperable communications 
agreement with our Minnesota public safety partners who use the Allied Radio Matrix for 
Emergency Response (ARMER) radio system. Becoming an ARMER interoperability 
participant will greatly enhance the ability of our personnel to communicate effectively 
across jurisdictional borders during investigative operations, emergencies, and disasters. 
Also, since Postal Inspectors often work individually throughout the state, access to this 
system will enhance our agents’ officer safety while operating in the field. 
 
Prior to pursuing approval from the Statewide Emergency Communications Board (SECB), 
I am seeking your region’s endorsement of the proposed ARMER System Interoperability 
Participation Plan (see attachment). We are seeking to join the ARMER system for 
interoperability purposes only, as our day-to-day radio communications will continue to 
take place on our own network. All Postal Inspectors will utilize SECB-approved 
equipment and complete all required training prior to any use of ARMER resources. 
 
I will serve as the USPIS’s administrative point of contact for this request.  Please contact 
me if you have any questions or concerns regarding our request.  Thank you for your 
consideration of this matter, and I look forward to our collaboration. 
 
Sincerely, 
 
 
Matt Hoffman 
U.S. Postal Inspector 
612-884-7876 (desk) 
mjhoffman@uspis.gov 

https://postalinspectors.uspis.gov/
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ARMER SYSTEM INTEROPERABILITY PARTICIPATION PLAN 

United States Postal Inspection Service 

September 9, 2019 

Whereas, the United States Postal Inspection Service (USPIS) is in possession of equipment and 
resources capable of operating on the Minnesota Allied Radio Matrix for Emergency Responder 
(ARMER) public safety radio system, and 

Whereas, the USPIS is prepared to enter into a subscriber agreement with the State of Minnesota, 
Department of Transportation permitting the operation of ARMER system radio equipment by 
public safety officials within the agency, and 

Whereas, the addition of equipment, including subscriber equipment and other resources requires 
the allocation or commitment of ARMER system backbone resources, and this participation plan 
seeking allocation of those ARMER system backbone resources must be approved by the 
Statewide Emergency Communications Board before ARMER system radio equipment intended 
for use by public safety officials within the agency can be programmed and deployed. 

Now therefore, the USPIS submits the following ARMER Interoperability Participation Plan, 
applicable to the possession and use of the following ARMER system regional equipment or 
resources. 

Section 1: Definitions 

Requesting Entity:  As defined in SECB Standard 1.10.0 (Requesting Participation and 
Participation Plan Changes), “Requesting entity” means an entity that wishes to gain access to the 
ARMER system for voice communication purposes.  Entities that are not eligible ARMER 
participants may not apply for access. 

Interoperability Participant:  As defined in SECB Standard 1.10.0 (Requesting Participation and 
Participation Plan Changes), “Interoperability participant” means an entity who desires access to 
the ARMER system, via subscriber equipment, for purposes of interoperability and not as the 
entity’s primary voice communication system.  Interoperability participants may be authorized to 
maintain and operate subscriber equipment programmed to talkgroups, in accordance with State 
Standards adopted by the Statewide Emergency Communications Board (SECB). 

Section 2: Summary 

Requesting Entity:  U.S. Postal Inspection Service (USPIS), Denver Division, Twin Cities Field 
Office 

Participation Level:  Interoperability 



Page 2 of 8 

The USPIS is the federal law enforcement branch of the U.S. Postal Service, and is responsible for 
investigating criminal misuse of the U.S. Mail and crimes against the U.S. Postal Service and its 
employees. The Denver Division is one of 17 such USPIS field divisions across the United States. 
The Twin Cities Field Office, located at 7360 Bush Lake Road, Suite 100, Minneapolis, MN 
55439, is the primary office covering an Area of Responsibility (AOR) which includes all of the 
States of Minnesota, North Dakota, South Dakota, and Iowa, in addition to western Wisconsin. 
Smaller offices within the AOR include: 

o Minneapolis Domicile: 100 S. 1st Street, Room V212, Minneapolis, MN 55401 
o Fargo Domicile: 657 2nd Avenue N., Room 260, Fargo, ND 58102 
o Sioux Falls Domicile: 4801 N. 4th Avenue, Room 198, Sioux Falls, SD 57104 
o Rapid City Domicile: 500 E. Blvd., RM. 106, Rapid City, SD  57701 

The Twin Cities Field Office currently has a complement of 20 sworn federal law enforcement 
officers (Postal Inspectors), 16 of whom are stationed in Minnesota. Postal Inspectors from 
different offices within the AOR occasionally assist each other outside of their assigned territories.  

The USPIS’ major investigative responsibilities include mail theft (resulting in identity theft and 
bank fraud), mail fraud (white collar crimes), and narcotics trafficking. The USPIS is also a 
member of the Minnesota Financial Crimes Task Force and has a Memorandum of Understanding 
in place with the Department of Public Safety. USPIS investigations frequently involve multiple 
jurisdictions within the State of Minnesota and neighboring states, and require partnership with 
one or more local, state, and/or federal law enforcement agencies in those jurisdictions. 

The purpose of this plan is to achieve interoperable radio communications between Postal 
Inspectors and public safety agencies across the State of Minnesota. The USPIS recently upgraded 
its radio equipment, and the new equipment will have the capability to operate on the ARMER 
system. Having interoperable radio communications will enable the USPIS to more effectively 
communicate with public safety agencies during joint investigations, emergencies, and disaster 
recovery efforts. 

Section 3: Agency ARMER System Infrastructure Elements 

As an interoperability plan participant, the USPIS will furnish the following infrastructure 
elements to support their access to the ARMER system: 

• N/A 

Section 4:  Agency ARMER System Subscriber Equipment 

As an interoperability plan participant, the USPIS will furnish the following subscriber equipment 
to support their access to the ARMER system: 

Quantity Equipment Area of Operation 
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24 Motorola APX8000 handheld radios States of MN, ND, and SD 

20 Motorola Astro Spectra XTL5000 mobile 
radios States of MN, ND, and SD 

This equipment will be maintained in accordance with applicable Statewide Emergency Communications 
Board (SECB) Standards and Equipment Specifications. 

 

Each Postal Inspector is assigned one Motorola APX8000 handheld radio and one Motorola 
XTL5000 mobile radio, which in installed in his/her law enforcement vehicle. The radios provide 
for day-to-day operation on the USPIS’ internal radio network, as well as access to numerous other 
non-encrypted interoperability radio channels. Radios facilitate communication between agents 
and with the USPIS National Law Enforcement Communication Center (NLECC). 

Section 5:  Other Equipment 

As an interoperability plan participant, the USPIS will furnish the following other equipment to 
support their access to the ARMER system: 

• N/A 

Section 6:  ARMER System Radio User ID Requested 

As an interoperability plan participant, the USPIS respectfully request the following quantity of 
ARMER system radio user IDs accounting for a potential five-year growth: 

Quantity Usage Entity 

50 Interoperability during investigations, emergencies, 
and disasters U.S. Postal Inspection Service 

 TOTAL ARMER System Radio User ID’s Requested 

Section 7:  ARMER System Interoperability Talkgroups 

As an interoperability plan participant, the USPIS will utilize the following ARMER system 
talkgroup resources to achieve interoperable communications with Minnesota public safety 
agencies operating statewide. 

MN Public 
Safety Interop 

MN LE Interop 
(LE Users Only) 

NW MN 
Regional Interop 

NE MN Regional 
Interop 

CM Regional 
Interop 

MSP CALL LTAC1 NW CALL NE CALL CM CALL 
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MN Public 
Safety Interop 

MN LE Interop 
(LE Users Only) 

NW MN 
Regional Interop 

NE MN Regional 
Interop 

CM Regional 
Interop 

STAC1 LTAC2 NW-2 NE2 CM-2 

STAC2 LTAC3 NW-3 NE3 CM-3 

STAC3 LTAC4 NW-4 NE4 CM-4 

STAC4 LTAC5E NW-5 NE5 CM-5 

STAC5 LTAC6E NW-6 NE6 CM-6 

STAC6 LTAC7E NW-7 NE7 CM-7 

STAC7 LTAC8E NW-8 NE8 CM-8 

STAC8 LTAC9E NW-9 NE9 CM-9 

STAC9 LTAC10E NW-10 NE10 CM-10 

STAC10 LTAC11E NW-11 NE11 CM-11 

STAC11 LTAC12E NW-12 NE12 CM-12 

STAC12 --- --- NE EM TAC CM-ENC-1 

STAC13E --- --- --- CM-ENC-2 

STAC14E --- --- --- CM-ENC-3 

--- --- --- --- CM-ENC-4 

--- --- --- --- CM-ENC-5 

--- --- --- --- CM-ENC-6 

--- --- --- --- CM-EMS-HAIL 

--- --- --- --- CM EM 

 

ME Regional 
Interop 

SW Regional 
Interop 

SR Regional 
Interop 

SE Regional 
Interop 

MSP CALL SW CALL SR CALL SE CALL 

ME TAC2 SW2 SR2 SE-2 
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ME Regional 
Interop 

SW Regional 
Interop 

SR Regional 
Interop 

SE Regional 
Interop 

ME TAC3 SW3 SR3 SE-3 

ME TAC4 SW4 SR4 SE-4 

ME TAC5 SW5 SR5 SE-5 

ME TAC6 SW6 SR6 SE-6 

ME TAC7 SW7 SR7 SE-7 

ME TAC8 SW8 SR8 SE-8 

ME TAC9 SW9 SR9 SE-9 

ME TAC10 SW10 SR10 SE-10 

ME TAC11E SW11 SR11 SE-11 

ME TAC12E SW12 SR12 SE-12 

--- SW13 --- SE-13 

--- SW-ENC-1 --- SE-14E 

--- SW-ENC-2 --- SE-15E 

--- SW-ENC-3 --- --- 

--- SW-ENC-4 --- --- 

 

NOTE:  Usage of these talkgroups and channels (except LIST EXCEPTIONS) on the ARMER 
system will be limited to areas within the geographic boundaries of the State of Minnesota. 

Additional Talkgroup authorizations may be sought and obtained through controlling authorities 
such as individual counties and entities authorized to grant these permissions.  All additional 
authorizations will be obtained as prescribed by applicable SECB Standards. 

Section 8:  Participant Specific ARMER System Talkgroups 

As an interoperability plan participant, the USPIS are requesting the following agency specific 
ARMER system talkgroups: 

• N/A 
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Section 9:  Governance 

As an interoperability plan participant, public safety personnel from the USPIS will: 

• Not utilize ARMER system equipment and resources until this plan has been approved by 
the Statewide Emergency Communications Board (SECB) and a fully executed agreement 
with the contracting entity has been completed. 

• Engage in regular communication and interaction with the Minnesota Department of Public 
Safety, Division of Emergency Communications Networks regarding matters related to 
LMR interoperability. 

• Participate in an annual review of this plan with  Minnesota Department of Public Safety, 
Division of Emergency Communications Networks personnel. 

Section 10:  Standard Operating Procedures 

As an interoperability plan participant, public safety personnel from the USPIS will: 

• Not utilize ARMER system equipment and resources until such time as they have 
developed internal standard operating procedures governing the use of ARMER system 
resources in situations requiring interoperable communications with Minnesota public 
safety agencies operating within the Statewide Emergency Communications Board 
jurisdictional area. 

• Ensure that internal standard operating procedures are consistent with established best 
practices governing the use of ARMER system resources by interoperability plan 
participants. 

Section 11:  Training 

As an interoperability plan participant, public safety personnel from the USPIS will: 

• Not utilize ARMER system equipment and resources until such time as they have been 
provided appropriate training as required by applicable SECB Standards.  The training 
provided will be consistent with the provisions of SECB Standard 1.11.02 (Training 
Technical Staff), SECB Standard 1.11.03 (Training Radio Telecommunicators),  SECB 
Standard 1.11.04 (Training ARMER End Users), and any applicable standards that may be 
enacted at a future date. 

• Participate in regular training and exercise activities to ensure that they: 
o Understand the capabilities and limitations of the resources utilized to achieve LMR 

interoperability. 
o Remain proficient in the operation of the resources used to access the ARMER 

system. 
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Section 12:  Usage 

As an interoperability plan participant, public safety personnel from the USPIS will: 

• Not utilize ARMER system equipment and resources for any purposes other than achieving 
interoperable communications with Minnesota public safety agencies operating within the 
Statewide Emergency Communications Board jurisdictional area. 

• Encourage the utilization, as appropriate, of ARMER system resources to achieve LMR 
interoperability as part of day-to-day public safety operations. 

Section 13:  ARMER System Loading and Other Adverse Impacts 

At this time, there are no known or anticipated system loading or other adverse impacts on 
ARMER system performance associated with the implementation of this plan. 

Section 14:  Change Management 

The USPIS and its sub-participants will seek the approval of the Statewide Emergency 
Communications Board (SECB) and/or the contracting entity prior to making any changes to the 
provisions of this plan. 

Section 15:  Designated Local System Administrator 

As an interoperability plan participant, the USPIS will designate an ARMER Level 3 System 
Administrator (as defined in SECB Standard 1.11.01) to address any issues related to the operation, 
deployment and maintenance of the ARMER system resources described herein.  The designated 
ARMER Level 3 System Administrator is: 

Jeff Thomas 

Manager, Radio Communications Group 

U.S. Postal Inspection Service 

870 Mustang Drive, Grapevine, TX 76051-3904 

817-359-2773 

JThomas2@uspis.gov 
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Section 16:  Designated Agency Administrator Contact 

As an interoperability plan participant, the USPIS and its sub-participants will designate a local 
point of contact for the administration of this plan.  The designated local administrative point of 
contact is: 

Matt Hoffman 

Postal Inspector 

USPIS – Twin Cities Field Office 

7360 Bush Lake Rd, Ste 100, Minneapolis, MN 55439 

612-884-7876 

MJHoffman@uspis.gov 

 

 

 

Submitted by the USPIS on the _______ day of __________________________, 20_______ 

 

 

(Designated Agency Administrator Signature) 



ARMER 
TALKGROUP 

AUTHORIZATION REQUEST 
 

Talkgroup Authorization Requests are considered by the talkgroup’s owner (city, county, or region) and should be submitted 
to that entity.  Record of the authorization should be maintained by the authorizing entity and, if applicable, the entity’s sponsoring 
agency. 

 

 
Requesting Entity Information 

Entity: United States Postal Inspection Service (USPIS) Date: September --, 2019 
Requestor: Matt Hoffman, Postal Inspector 
Address: 7360 Bush Lake Rd, Ste 100, Minneapolis, MN 55439 
Telephone: 612-884-7876 
Email: mjhoffman@uspis.gov 
Requestor Signature: 

 
 

Talkgroup Requests 
Talkgroup Radio Types Radio Quantities Hex ID 

(provided by Authorizing Agency) 
    

ME TAC1 through ME TAC10 Portables and Mobiles 20 portables and 24 mobiles  
ME TAC11E and ME TAC12E Portables and Mobiles 20 portables and 24 mobiles  

    
    
    
    
    

 
 

Reason for the Request 
The USPIS is seeking to become an ARMER Interoperability end user. We work closely with local, state, and other federal law enforcement 
agencies in the course of investigative operations, emergency response, and disaster response and recovery. These activities require us to have the 
ability to quickly and seamlessly communicate with other law enforcement agencies and other emergency response units. 
 
The USPIS has a statewide ARMER Interoperability Plan with the SECB. Each of the seven SECB Regions is being requested to provide 
authorized access to ARMER Regional Talk Groups for interoperability purposes. This request is to obtain authorization for Metro Regional 
resources. 

 

 
 

Authorizing Entity Information 
Approval: YES  NO  YES w/CONDITIONS (see below) 
Approved By: 
Approver’s Entity: 
Approver’s Telephone: 
Approver’s Email: 
Approver’s Signature: Date: 

 
 

Conditions 
 

 

 



 
METROPOLITAN EMERGENCY SERVICES BOARD 

 
Meeting Date:  September 25, 2019 
Agenda Item: 4D.  Approval of Radio Grant Projects          

for 2020 Region Funding Priorities 
Presenter:  Fredrick 
  

MOTION BY: 
SECONDED BY: 
MOTION: 
 
PASS/FAIL  
 

RECOMMENDATION 
The Radio TOC must approve possible Radio grant projects to be included on the MESB’s 2020 
Regional Funding Priorities. The projects should include possible dollar amounts and be 
prioritized by the committee to provide guidance to the Statewide Emergency Communications 
Board (SECB) if there is insufficient funding for all projects submitted.  
 
 
BACKGROUND 
The SECB grant is a bi-annual grant program for communications-related projects across the 
state. Regions are required to have a region-approved list of funding priorities, before submitting 
project funding requests for SECB consideration. State Standard 6.5.0 – Prioritizing Capital 
Spending provides guidance on how the ECB determines which projects will receive funding. 
 
 
ISSUES & CONCERNS 
Staff is aware of Aviat training and ongoing Motorola training as options that have been 
expressed as desired in the past. The Radio TOC needs to determine the priority of those 
possible grant projects, as well as any other possible projects. 
 
The Board will vote on the 2020 Region Funding Priorities at its November meeting; the Radio 
TOC must take action at its October 23, 2019 meeting at the latest. 
 
 
FINANCIAL IMPACT 
Requests for the purchase of equipment have a 50% local match requirement. 



Month City Center

Anoka 
(Lino 

Lakes) Dakota Norwood Hastings
North 

Branch
Hennepin 

West Overall
January 343:33:37 208:53:30 74:10:28 71:45:16 150:07:30 848:30:21 *note missing data for Jan-Apr
February 382:09:11 250:50:04 74:30:44 87:10:01 79:07:58 873:47:58 Motorola reporting error, new
March 335:52:03 228:50:02 73:03:09 83:31:53 142:58:44 864:15:51 report not yet given
April 302:01:37 218:59:44 85:40:51 81:58:15 133:00:24 821:40:51
May 325:54:30 224:33:16 79:45:30 77:22:19 135:51:09 143:22:04 986:48:48
June 552:56:08 212:30:11 85:14:51 78:54:42 374:26:53 153:44:35 1457:47:20
July 240:30:56 83:46:45 79:24:41 178:30:01 582:12:23 *note missing data  
August 308:01:41 208:38:45 81:15:11 88:24:03 128:26:16 151:38:02 966:23:58 reasoning above
September 0:00:00
October 0:00:00
November 0:00:00
December 0:00:00

Difference 
since Jan. 
12 656:57:50 385:58:45 298:06:15 222:53:22 265:34:15 0:26:46 152:56:51 1982:54:04

Target 150:00:00 75:00:00 75:00:00 75:00:00 75:00:00 0:00:00 75:00:00 525:00:00

Metro Mobility Usage
(Hours:Mins:Secs)

2019



ECD/ICTAP  

Emergency Communications Division / Interoperable Communications Technical Assistance Program  

 

 

 

The Emergency Communications Division provides training, coordination, tools, and guidance to help its federal, state, local, tribal, 
territorial and industry partners develop their emergency communications capabilities. 

 

 

STATE OF MINNESOTA, DEPARTMENT OF PUBLIC SAFETY 
DIVISION OF EMERGENCY COMMUNICATION NETWORKS 

ARMER CYBERSECURITY TABLETOP EXERCISE 
DATE: NOVEMBER 6, 2019 

 
The State of Minnesota, Department of Public Safety, Division of Emergency 
Communication Networks in partnership with the Cybersecurity and 
Infrastructure Security Agency (CISA), Emergency Communications Division 
(ECD), Interoperable Communications Technical Assistance Program (ICTAP), 
is pleased to invite you to the ARMER Cybersecurity Tabletop Exercise.  

 
Description:   
This exercise will discuss the various cybersecurity issues facing modern day 
radio systems and their associated dispatching and end user equipment.  
 
Exercise Goal:  
Increase awareness of potential ARMER cybersecurity vulnerabilities and 
mitigation methodologies. 
 
Exercise Objectives:  

• Discuss existing ARMER cybersecurity related policies, procedures, plans, 
and assets 

• Discuss the ability of participating personnel to rapidly and effectively 
respond to a cyber incident which affects the ARMER System. 

• Identify coordination pathways between the ARMER Cybersecurity 
Working Group and other Minnesota technology working groups. 

•  Identify a plan of action for the ARMER Cybersecurity Working Group to 
execute over the next three to four years. 
 

LOCATION: 
Stearns County  
Emergency Operations Center 
807 Courthouse Square, #73 
St Cloud, MN 56303 
 
PARKING: 
Ramp parking available nearby for 
$6.00/day (map attached) 
 

SCHEDULE: 
0900– Registration 
0930 – STARTEX 
1300 - ENDEX 
 

QUESTIONS: 
Jim Stromberg 
(651)201-7557 
james.stromberg@state.mn.us 
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Technology 
 

 

 
Encryption Planning and Usage 
 
Type of TA Offering: 

Workshop with educational component and baseline data 
collection, which is followed up with analysis and planning 
sessions (as needed) 

Stakeholders/Audience: SWICs, RECCWGS, LMR System Operators, Public Safety 
Command/Leadership, and Communications Personnel 

 

Offering Overview 
Understanding the technical aspects of encryption can be very complex and confusing. Whether 
it’s a single community, regional, statewide or an intrastate issue, laying a solid foundation for 
the use of encryption is essential to developing an interoperable, successful and lasting 
encryption program. 
 
In addition to providing a basic overview of encryption and its technical aspects, OEC’s 
encryption workshop will also provide stakeholders an awareness of the encryption 
support that is available to local, state, federal, tribal and territorial authorities. 
 
This offering provides the following information: 
 Explaining the basics of encryption. 
 Explaining more technical aspects of encryption. 
 Establishing criteria and potential use scenarios for use of encryption. 
 Facilitating discussion amongst users to gauge willingness to participate in a coordinated 

encryption effort. 
 Surveying users to determine current encryption capabilities (fixed equipment and 

subscriber devices) and to determine current and future needs 
 Identifying the capability requirements and reviewing the specifications of available 

hardware 
 Identifying MOAs or MOUs that are necessary for implementation. 
 Reviewing on-going system maintenance and database upkeep requirements 

 
Customized support for this offering may look different to meet each state’s unique needs. 
Potential design options, outcomes and deliverables may include: 
 Equipment, encryption basic use analysis 
 Encryption system SOP template (equipment for subscriber units and rules of use) 
 Information about CBP / National Law Enforcement Communications Center (NLECC) 

and develop a plan to coordinate work between the state and NLECC 
 Multiple factor encryption survey for participating agencies. 

JStrombe
Sticky Note
I believe that there are wide gaps in understanding encryption.  Level setting our understanding is important to move forward with improving our encryption.  This is a priority in our Strategic Plan.
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Training & Exercises 
 

 

 
Communications Focused Exercises6 
Type of TA Offering: Tabletop, Functional and Full-Scale Exercises 
Stakeholders/Audience: Public Safety Professionals 

 

Offering Overview 
Exercises and operational assessments are important tools to assess, train for, and practice 
mitigation, prevention, response, and recovery capabilities. Frequently, communications are 
either omitted from or only notionally included in exercises or in operational assessments. To 
best approximate a real operational environment, exercises should thoroughly incorporate and 
evaluate available communications procedures, tools, and personnel in each multi-agency, 
multi-discipline, and multi-jurisdictional training/testing opportunity. 

 
OEC/ICTAP provides exercise assistance and expertise for: 
 Tabletop Exercises (TTX) 
 Functional Exercises (FE) 
 Full Scale Exercises (FSE) 

This offering is applicable to states with some or all of the following challenges: 
 Designing, conducting, and evaluating communications-focused public safety/service 

discussion-based and functional exercises 
 Evaluating communications capabilities at full scale exercises 
 Preparing communications-focused scenarios and injects for pre-planned exercises 
 Pre-planning for interoperable, emergency communications for special events 
 Assessing COMU trained personnel on-site operational procedures relating to 

communications tasks in their respective position task books 

Customized support for this offering may look different to meet each state’s unique needs. 
Potential design options, outcomes and deliverables may include: 
 Initial, mid and final planning meetings 
 Logistics checklist 
 Exercise Plan (EXPLAN) 
 Master Scenario Events List (MSEL) 
 After Action Report/Improvement Plan (AAR/IP) 

 
 
 
 
 
 
 
 
 
 
 
 
6 This exercise is structured under HSEEP guidelines. 
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